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Agenda

• What are internal controls?
• Why are they important?
• What are your requirements and responsibilities?
• Components of  an Internal Control System
• Common internal control deficiencies in Tennessee school systems



What are internal controls?

• Merriam-Webster - a system or plan of  accounting and financial 
organization within a business comprising all the methods and measures 
necessary for safeguarding its assets, checking the accuracy of  its 
accounting data or otherwise substantiating its financial statements, and 
policing previously adopted rules, procedures, and policies as to 
compliance and effectiveness



What are internal controls?

• COSO - process, effected by an entity’s board of  directors, management, 
and other personnel, designed to provide reasonable assurance regarding 
the achievement of  objectives in the following categories:
Operations – Effectiveness and efficiency
Reporting – Reliability of  financial reporting
Compliance – Compliance with applicable laws and regulations







Why Do We Talk About Them?





Why Do We 
Need Internal 
Controls?
• Public Trust

• Reduce opportunities for fraud 
and waste

• Help management make better 
informed decisions

• Protect government assets

• Promote effectiveness and 
efficiency of  operations

• Ensure reliability of  financial 
reporting



Requirement for Internal Controls



Internal Control 
Responsibility

Governing Body 
(Ultimately 
Responsible)
• Audit Committee 

(Assists Governing 
Body)

Management 
(Primarily 
Responsible)
• Internal Audit 

(Assists 
Management)

External Audit 
(Rely on Internal 

Controls to 
support opinion)



Green 
Book 

Framework



Components of  Internal Control

Control Environment

Risk Assessment

Information & Communication

Monitoring

Existing Controls (Control Activities)



Control Environment

• Core of  any system of  internal control
• Sets the tone for the entire organization
• Factors include:
Integrity
Ethical values
Competence of  employees at all levels
Management’s operating style and attitude toward controls



Risk Assessment

• Risks are INTERNAL and EXTERNAL events that threaten the 
accomplishment of  objectives.

• Process of  identifying, evaluating, and deciding how to manage these events
• Consideration of  Fraud Risk
• Consideration of  Operational Risk



Risk – What is it?

• Anything BAD that might happen 
to prevent us from achieving our 
objectives.

• Real Life examples:
Nashville Flood – May 2010
COVID-19 Pandemic –

March 2020
Texas power crisis – February 

2021



Responses to Risk

Ignore It

Live With It

Attempt to Manage It



Communication & Information

• Adequate information must be captured, identified, and communicated on a 
timely basis.
 Up/down reporting channels within organization
Official entity memos for certain information

• Just a reminder….
ACTIONS SPEAK LOUDER THAN WORDS



Monitoring

• Monitoring occurs in the course of  everyday operations, it includes regular 
management & supervisory activities and other actions personnel take in 
performing their duties.

• Helps ensure things are working as intended or allow someone to notice issues 
– computer edits, monthly variance report, time sheet supervisory sign-offs



Control Activities

• Control Activities consist of  the specific policies and procedures put in place to 
mitigate the risk of  error, noncompliance, and fraud.

• Involves things that most people think of  as internal controls:
• Segregation of  Duties
• Approvals & Authorizations
• Documentation
• Physical control over assets
• Independent check on performances
• IT Security



Examples of  Internal Controls
Preventive Controls (before):

• Purchase Orders
• Segregation of  Duties
• Safeguarding Assets
• Computer Passwords
• Computer and Service Backups

Detective Controls (after):
• Bank Reconciliations
• Physical Inventories
• Monitoring Expenditures against budget
• Internal/External Audit



Reasons Why Controls Do Not Always Work

• Inadequate knowledge of  policies or governing regulations.
“I didn’t know that!”

• Inadequate separation of  duties
“We trust Jane Doe who does all of  these things.”

• Substance over form
“You mean I’m supposed to do something besides sign it?”



Limitations of  
Internal Controls

• No matter how well designed and operated, internal 
control can only provide REASONABLE assurance 
of  achieving control objectives.

• Errors may occur in designing, maintaining, or 
monitoring controls.

• Additionally, internal controls can be circumvented 
by inappropriate management override.

• COLLUSION!!



Common Internal Control Deficiencies in 
Tennessee School Systems

• Lack of  Segregation of  Duties
• Lack of  supporting documentation
• Budget Deficiencies 
• Lack of  reconciliations or Reconciliations not completed timely
• Material audit adjustments required for proper financial statement 

presentation
• Capital Assets Deficiencies
• Accrued Leave Deficiencies
• Fund Deficits



Questions?

Katie Armstrong
Assistant Director of Administration

Local Government Audit
Katie.Armstrong@cot.tn.gov

615-401-7841

mailto:Katie.Armstrong@cot.tn.gov
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